
CODING/DECODING

first use of the term `cryptograph': The Gold Bug, a novel by E. Poe

ordinary information unintelligible form

plaintext ciphertext

algorithm

cipher (or cypher)

Symmetric cipher Asymmetric cipher

Different keys used for encryption and decryptionSame key for encryption and decryption

(70s)

ENCRYPTION

decryption goes the other way

Drawback: easier to break Drawback: computationally more expensive

Hybrid systems prefered

message: symmetric

secret key: assymetric
Algorithm: RSA, AESAESAES



Symmetric cipher

Asymmetric cipher

Different keys used for encryption and decryption

Same key for encryption and decryption

(70s onwards)

Drawback: computationally more expensive

Hybrid systems prefered
message: symmetric

Algorithm: RSA, AESAESAES

Caesar cipher this lecture

Examples

Vinegere cipher

Symmetric vs asymmetric

key: asymmetric



Caesar cipher

Named after J. Caesar who invented it
Each letter of the alphabet is shifted along some number of places

c = ( p + k ) mod 26

plain text

shift (key)

ENCRYPTION formula if a letter is shifted past the 
alphabet it wraps around the 
beginning

p: Hello world
k: 3
c : Khoor zruog

Example

sample calculation. H is 7. (7+3) mod 26 = 10. This is K

DECRYPTION formula                                  p = ( c-k) mod 26

sample decryption. K is 10. (10-3) mod 26 = 7 mod 26 = 7. This H.

cipher character



Caesar cipher in python

ord(): returns the ascii value of a given character chr(): returns the character corresponding to a value

SEE FILE CAESAR.PY



VIGENERE CIPHER 

ATTACKATDAWN

LEMONLEMONLE

plain text
Key

(same lenght as plain text)

cipher text

c = (p+k) mod 26 p = (c-k) mod 26
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